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® \/ision: A Nordic resource trading system

® Fnabling ‘
OInitial problems outline i .

Ol ocating enabling tools

B Next steps
ONew tools
CONew Policies
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® Free lunch is bad lunch

m Jse of Grid services need to come with a
“price”

® But first we need to know who used
what ...
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m [t is more complicated to Administer,
Authenticate, and Authorize users than to
login in to your home institution / cluster.

VO egiste
[
‘ sign request
classic CA = when having time
RA —=| RA ID check
____________ I g
user grid—-cart-request Boaive cert e the gnd
1 2 3 4 5 6 7 8 g 10
Time
(days)
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m [t is more complicated to Administer,
Authenticate, and Authorize users than to
login in to your home institution / cluster.

sign request
= when having time
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Resources in different infrastructures:
m DEISA: ~10 sites, ~100k CPUs
O shared machines, access is mainly through login (ssh)

m EGEE: ~300 sites, ~70k CPUs

O mainly dedicated machines, about half of the access is
through grid (based on GStat)

® NDGF / NorduGrid: ~70 sites, ~40k CPUs

O shared machines, 10-15% of access is through grid, rest is
local login accounts (ssh)

® (TeraGrid: Shared machines, 10% access through grid)

®m | et's build infrastructure for all the users...
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® The perceived infrastructure depends today too much on
the access pattern

O SSH

O Portal

0 Grid

O Cloud

O Indirect Services

® \We need to solve Problem I and II independently of the
users access pattern
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® | —accounting
m [T — easy user authentication and authorization

m JII — enable it for all access patterns — transparent to the
user.
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® Accounting:
0 SGAS and FSGrid
®m Authentication:
O IdP
O The TERENA Grid CA Pilot Service:

= A Personal Certificate Service (MICS) based on
National Identity Federations

®m Authorization (also as prioritization):
O IdP, SAML2, and VOMS, SGAS
m All access pattern... GSISSH, PAM-modules
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Users are already registered at their home institutions
® This identity vetting can be reused by services
O (Shibboleth, SAML2...)
® In the Nordics we have national federations:
0 WAYF.DK in Denmark (and Iceland). |

0 HAKA in Finland +
O FEIDE in Norway —I—
0 SWAMI in Sweden W

® And a Nordic confederation KALMARZ KALMAR 2

® The IdPs provide access to campus and administrative
resources and partly also to research resources
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Central aggregate
pulls metadata once
an hour

KALMAR?Z2 from national

National aggregates
Aggregate - Central | National

Aggregate Aggregate

4

National
Aggregate

? : ! National

Aggregate
:
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Kalmar metadata
aggregate

Ji v
FEIDE / FEIDE
Univ of Oslo | SP Uninett: Foodle
IdP
Univ of Bergen SP NorduGrid: SLCS
LMAL'
\ frunn nauunia
WAYF Univ of Iceland ioareaates
WAYF
7/ | [ Centra SP Ordbogen.com
Univ of Copenhagen IdP Aggre ateJ SP NIAS: AsiaPortal
Univ of Aarhus . "
: -r \.\ \ ii
Haka 7 : ,.-'r - D Haka
Univ of Helsinki IdP : SP CSC: supercomputer
2 .rr
Univ of Turku IdP y ) SP NMS in i ICT: Moodle
i — ” i | Nauuliar |
SWAMID SWAMID
Univ of Uppsala IdP SP Univ of Uppsala: LMS
#
Univ of Umea IdP 4 SP Univ of Umea: wiki
Sh2
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m Tnitiated by UNINETT in Norway and became the Nether-
Nordic Short Lived Certificate Service

® Now TERENA is the organizational platform
® Tijes Fed-Ids to Grid-Ids
® Fnables creation of:

0 SLCs: Short Lived Certificates

0O MICs: Personal Certificates
m TERENA already provides a server certificate service
®m Based on same root CA (COMODOQO) which means:

O To become part of IGTF (can be used for Grid)

O Part of Web of Trust

= End of Pop-Up-Windows when using Grid!
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SURFfederation (.nl)

”-\

CA server -
crypto HSM

user

CRL server 3
Amsierdam

CRL server 2 Relying
Nijmegen oad balancing parny

CRL server 1
Tilburg
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Open Source Project based-at UNINETT
Contributions from UNINETT and NDGF
Enables web as well as-command line use

Improves the procedure:
O Once: grid-cert-req, vetting, voms-role-req
O Many: voms-proxy-init
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Open Source Project based-at UNINETT
Contributions from UNINETT and NDGF
Enables web as well as-command line use

Improves the procedure
0 Once: Cg;‘ub\dé}% req, \m@m'g, voms-role-req

VO register user ‘
_______________ J_______________________________________________ - e e e e e e e e e EEEE-=————--
SLCS CA | sign request
_________ === __'|_______________________________________________._________________________________________
IF assef identity
————————— ———h——f—————----------———————————————————----------——“————————————————-----------——————————————
user - sles—proxy-init use the grid
1 2 .
Time
days
TrANSPATE. v tiicon i cuur wnr o s U1 e 11 o e s e § Yo (days) 26
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Open Source Project based-at UNINETT
Contributions from UNINETT and NDGF
Enables web as well as.-command line use
Improves the procedure

0 Once: Cg;m\déi% req, mt@m'g, voms-role-req
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————————— ———Jl-—— ﬂ——————————————————-----------—.l e
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® \We want to account to be able to control users priorities!

® This means that there is a loop between accounting and
authorization

® And authorization, when it is variable, it is priority:
O Less or More access to the resource

® Two kind of priority:
0 On / Off (quota or economy based)
O Variable (ecological — use what is available)
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® In the Nordics the SGAS accounting system has been
deployed
m SGAS v3 being deployed now supports
0O Account grid usage
0 Account pr DN and VO
O Supports multiple databases to enable VO, site, and

Country accounting
gi% SGAS
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® The DEISA accounting system works with:
0O UNICORE
O Several LRMSes...

m Tt stores and presents OGF-UR!

® Fnables accounting of other
access patterns

DEISA .

DISTHRIBUTED EUROPEAN INFRASTRUCTUWHE FOH SUPERCOMPUTING APPLICATIONS
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®m Network is a capaC|ty resource
o Stérage is a quantity resource
O Bq@emporary storage (cache) is a capacity resource!
® Computing is capacity
DaB"—?'iIXed allocations is a quantity resource!
®m Fconomy works for Quantity resources
® Priority (like “fair share”) works for Capacity resources
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Works with
® Hard quotas
® Max number of jobs allowed to run for user, groups, roles

® F3ir share scheduling - 1
O Better utilization then hard quoteggurce STj "VO slicing”

O Handles different use cases L2
O Grid wide job priorities / A E '
® Support site policies /_ |

{1 | 2 5 .
® Being implemented in SGAS . [ e
® Named FSGrid and coordinated with SNIC griaf

Site 2

| Userl

Transparent access and coordination of elnfrastructures in the Nordics 33
Open e-IRG Workshop in Uppsala, October 14-15™, 2009



NDGF

NorDIiC DaTaGRID FACILITY

Problem I, II are solved and ready for deployment:
m SGAS/DEISA accounting (and FSGrid priorities)

® Federated IdPs, Confusa and TERENA Cert Service for
prob. II

= Problem III:
O DEISA accounting reporting modules
O PAM modules being looked into.
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®m Resource Trading
O Web tools for user priority ranking and policy settings
0O MoU between Nordic NGIs on the resource sharing / trading

® Promote an easy to administer resource usage loop:
O Basic/new user — basic (low) priority
= Apply for more resources based on use — higher priority
= No/little use — lower priority
O Similar to single resource use optimization — but
infrastructure wide

® Possibility of using cross site / cross country usage in new
resource funding considerations — exact policy to be
determined
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