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SWITCHaai 2005 – today 
A Classic Identity Federation 
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Identity Provider (IdP) asserts 
authentication and identity information 
about users. 
 

Service Providers (SP) check and 
consume this information for 
authorization and make it available to 
an application 

A group of organizations running IdPs and SPs that agree on a common set of 
rules and standards that build trust 
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SWITCHaai Federation Autumn 2015 
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# Resources 

# Home Organizations 

# AAI enabled accounts 

98% coverage in 
higher education 

Interfederation 
enabled 
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No researcher works in isolation 
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Assurance – an aspect of Trust 
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Crowd Intelligence 
Digital Research 
Open Innovation 
Collaborative Design 

e-infrastructure Technology 

Conventional 
Computing 

Flexible 
Communication 

More People 

More Machines 

(Scholars, 
citizens) 

HPC 
Big 
Compute 
Big Data 

Adapted from: Professor David De Roure,  Professor of e-Research at University of Oxford  

More complex trust 
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Campus 
•Hundreds of 
thousands of 
users 

Federation 
•Tens of thousands 
of services 

eduGAIN 
•Thousands of 
services 

General and 
Specific e-
Research 
Infrastructures 
•Hundreds of 
services 

Individual 
Experiments 
•Tens to hundreds* 

e-Research Trust and Identity 
Infrastructures 
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• “Classic” LoA  approaches on national scales 
– SWAMID (SE) c30% uptake on LoA1, LoA2 launched soon, linked to 

student registrar system 
– InCommon (US) Assurance Program Silver & Bronze 

• Less than 1.5% 

• Cost, scalability and demand are concerns 

Assurance and Trust in Identity 
Federation Today 
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Observations about Assurance 
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Key principle 
decisions about 
access need to be 
made by the 
service 
• What in the data/ToU 
influences the need for 
high assurance 

Even where no LoA is 
officially supported, 
many criteria required 
by research groups 
are supported 
• GÉANT Enabling Users 
Survey 2013-2014 for 
ELIXIR 
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Documented identity 
vetting (not 

necessarily F2F) 

Persistent 
identifiers 

(i.e. are not 
re-assigned) 

Accounts 
belong to a 

known 
individual (i.e. 

no shared 
accounts) 

Minimum Assurance to drive Trust 
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Departing user’s 
account closes/ePA 
changes promptly 

Password 
authN (with 
some good 
practices) 

Self-
assessment 
(supported 

with specific 
guidelines) 

Early findings from  AARC MNA3.1 “Recommendation on minimal 
assurance level relevant for low-risk research use cases” 
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Assurance profiles seen as a wider approach 
– AARC deliverable “Differentiated LoA recommendations for policy 

and practices of identity and attribute providers” 
– GÉANT capability and business case assessment for federations 

Assurance trends in current architectures 
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• Step Up Identity 
Assurance e.g. 
SURFnet avoids 
cost of higher 
LoA falling on all 
users 
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Swiss edu-ID 

Swiss edu-ID…  
Identity Management tomorrow 
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School University 
education 

Side Job 

Community Work 

Employment 

Post- 
graduate 

Self- 
Employment 

Further 
education Side Job Further 

education 

School 
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Person 
Identity 

ORCID 

Identifier 
Attribute A 
Attribute B 
Attribute C 
Attribute D 
Attribute E 

e.g. Google ID 

Identifier 
Attribute A 
Attribute B 
Attribute C 
Attribute D 
Attribute E 

Swiss edu-ID 

Person Unique ID 
Attribute A 
Attribute B 
Attribute C 

Identity Reference A 
Identity Reference B 

University 
(Federation member) 

Swiss edu-ID operator 
(SWITCH) 

Swiss edu-ID Concepts 
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Assurance and Swiss edu - ID 
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Documented identity 
vetting (not 

necessarily F2F) 

Persistent 
identifiers 

(i.e. are not 
re-assigned) 

Accounts 
belong to a 

known 
individual (i.e. 

no shared 
accounts) 

Departing user’s 
account closes/ePA 
changes promptly 

Password 
authN (with 
some good 
practices) 

Self-
assessment 
(supported 

with specific 
guidelines) 

User 
Centric 
Identity 

 

 

Strategy Phase – 
Vetting as part of 
“upgrading” basic 

attributes 

 

Supported, with 
some 

workflows 
needed for 

attribute 
upgrades 

Swiss edu-ID account does not close. 
Workflows needed with campus 

attributes 

Supported 
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Federated Identity 
delivers scalable trust by 
having the responsibility 
for providing information 

closest to where it is 
determined and managed 

Swiss edu-ID approach 
takes this further, putting 

identity in the hands of the 
user and integrating 
attributes from other 

parties 

Scaling assurance with 
detailed vetting processes 
over multiple jurisdictions 

remains a challenge 

But one with solutions 
now grounded in research 

needs 

Conclusions 
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