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What is the Liberty Alliance?

The Liberty Alliance is the only global body
working to define and drive open technology
standards, privacy and business guidelines for
digital identity management
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Liberty’'s Focus

Liberty Alliance delivers real word solutions to solve
real world identity problems

Technology Standards
and Guidelines

Business and Privacy
Guidelines

An Ecosystem of

Interoperable Products &
Services

Liberty helps organizations build a foundation for trust -- critical for the overall
success of identity-based services and efficiencies
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Issues with Digital Identity Today

* Users have a proliferation of logins and passwords

* Redundantly stored attributes get out of
synchronization

* Security, privacy, and
cost are concerns

* When identity is not
as “distributed” as the
applications that need
to use it, business
opportunities are missed

* Virtual organizations and
business/other relationships are emerging
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ldentity Federation

" What is Identity Federation?

= Agreement between providers concerning data
used to identify users

= User-specific attributes:
= E-mail address?
= Office number and Employee Id?
= Role or membership in certain groups?

= Unique, privacy-preserving identifiers known only to the
providers?

" Federated identifiers can be created in different
ways
* Dynamic assignment based on business agreements
= Dynamic creation based on user consent
= Qut-of-band bulk synchronization or update at both parties




Standard formats for identity information
Able to represent all existing authentication and
attribute technologies

Standard, secure, privacy-enabled protocols
for exchanging identity information between
components of distributed applications
Technology-neutral
Well-specified and interoperable

A way to set up trust relationships between
applications that share identity information

Within technical, business, and legal frameworks
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Federation Key Concepts

Federation Information /

Global Account

|[dP ID: mycompany.com
NamelD: abc123

Local Account
Username: jsmith
Password: pwd123

i)
2l %

myhealth.com
Service Provider

[

Federation Information /

Global Account
SP ID: myhealth.com
NamelD: abc123

Local Account
Username: john.smith
Password: changeit

i g
il %

mycompany.com
Identity Provider



Security Assertion Markup Language (SAML)
first solved the format problem and provided a
few protocols for common patterns

Liberty developed more sophisticated formats
and protocols based on SAML, provides
guidelines for trust relationships, and performs
interoperability testing

Then SAML and (part of) Liberty converged!

Learning lessons from others who have used and
adapted them

Particularly the Internet2 Shibboleth project
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* ID-FF = Liberty's Identity Federation Framework
* SSTC = Security Services Technical Committee

ID-FF ID-FF
Phase1l [— V1.1 —
Liberty Jul 2002 Jan 2003
Alliance :
SAML | [ SAML SAML
V1.0 V1.1 V2.0
OASIS Nov 2002  Sep 2003 Mar 2005
SSTC ASIS
Participation
Shib V1.x — Shib V1.2
Internet2 Jul/Aug 2003 Apr 2004

Shibboleth
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SAML Components

Profiles

Combinations of assertions, protocols, and bindings

to support interoperability for particular use cases Authentication
context
Detailed data on types
and strengths of
authentication
Protocols
1
Request/response message pairs for Metadata
obtaining Configuration data
asserti . ement for assert?on-
Assertions exchanging
Authentication, attribute, jpuznz

and entitlement information
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Case studies
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Government adoption in EU

" Austria, Finland, Norway, Denmark, France,
ltaly, UK.....


http://www.projectliberty.org/liberty/adoption/egovernment
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Typical Corporate Interaction

Employee Portal

Fidelity

nelBenefils™

Theta.com

CORFORATION

t THETA

WHAT'S NEW

ENROLLMENT

BENEFITS AT A GLANCE
PLAN DETAILS

LEGAL NOTICES
CONTACTS & FORMS

MNEWS

= Mew Surnrmary Annual Reports
Awailable
= Use eValuator to Choose biedical

Onption

Mews Archive
Benefits Bulletin Archive

Employee Benefits Portal

HEALTH CARE
RESOURCE CENTER

Haw to Manhage Health Care Costs
Click here for details

= Provider Links
= Health Management Resources

Logout |

MY BENEFITS

by Profile

hity 4017k} (Siin-on settings)
Pension Plan

Admin Utilities

%; RETIREMENT
o _ RESOURCE CENTER

Are you saving enough?
Click here fo find out

= Financial Planning Toals

Help

Q THETA

CORFORATION

Log Out | Help | ) Customer Service

B Home | savings & Retirement Your Profile

Annette Slater  Tuesday, July 13, 2004

Welcome to NetBenefits®™ for Theta Corporation

Savings & Retirement

Plan (Hide £)
THETA SAVINGS
PLAN $150,368.00
THETA NON

UALIFIED PLAN $60,000.00
Theta Stock
Option Plan $120,600.00

Shou other plans/accounts

Total $351,097.64

« Your Portfalic: Wiew all NetBenefits
and Fidelity accounts, plus other
sccounts you add (bank,
brokerage).

+ Tools & Learning: Access the latest
online workshaps, tools,
calculators, and educational
content.

El Savings & Retirement

Sign On

<
Identifier

Password

Your Profile
Quick Links -l Go

Manage and edit your persanal

infarmation
Market Update
B Your Profile Market Update chart

Benefits Summary

See your Theta Annual
Compensation and Benefits
Surmnmary

News

+ Take your retirernent checkup
« Fidelity PortfolioPlanner

o Eull View

« Retirement Income Planner

Site Highlights

+ Hew!| NetBenefits has made some
changes. Take the Site Towr

« What do you think of the new
MetBenefits? Tell us

« annual Enrellment ends this month.
“¥ou can review and change your
benefits for 2004 through Novernber
30, 2003,

« Now is a great time ta check on your
retirement savings plan

« Quarterly reminder: review your ssset
sllocation

Principal 123
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One Emerging

Employee Portal

Model — Corporate SSO

Fidelity

Theta.com

t THETA

CORFORATION

WHAT'S NEW

ENROLLMENT
BENEFITS AT A
PLAN DETAILS
LEGAL NOTICES

CONTACTS & FOI

NEWS

= Mew Surnrmary Annual Reports
fwailable
= Use eValuator to Choose biedical

Onption

Mews Archive
Benefits Bulletin Archive

Employee Benefits Portal

HEALTH CARE
RESOURCE CENTER

Hawe to Manage Health Care Costs
Click here for details

= Provider Links
= Health Mananernent Resources

Logout |

MY BENEFITS

= hity Profile

= hiy 4010k (Sign-on settings)
= Pension Plan

= Admin Uilities

% RETIREMENT
_ RESOURCE CENTER

Are you saving enough?
Click here fo find out

= Financial Planning Tools

Employee

nelBenefils™

t THETA

CORFORATION

[ Heme | savings & Retirement Your Profile

Welcome to NetBenefits™ for Theta Corporation

Log Out | Help | € Customer Service

Annette Slater  Tussday, July 13, 2004

Savings & Retirement

Jan (Hide $)
$150,366.00

$60,000,00

Thets Stock $120,500.00

Show sther plans/accounts

Total $351,007.64

Your Portfolio: View all NetBenefits
and Fidelity accounts, plus other
accounts you add (bank,
brakerage).

Tools & Learning: Access the latest
anline warkshops, tocls,
calculstors, and edusational
cantent.

Bl Savings & Retirement

Your Profile

Manage and edit your personal
inforrnation

B Your Profile

Quick Links =t

Market Update
Market Update chart

Benefits Summary

See your Theta Annual
Compensation and Benefits
Summary

News

+ Take your retirement checkup
+ Fidelity PorfolioPlannar

* Full Wiew

+ Retirement Income Planner

Site Highlights

+ Mewl| NetBenefits has made some
changes. Taks the Site Tour

«+ What do you think of the new
MetBenefits? Tell us

+ Annusl Enrollment ends this manth,
¥au can review and change your
benafits for 2004 through November
20, 2003,

« Mou is a great time to check on your
retirernent ssvings plan

+ Quartetly rerminder: review your assst
allocation
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Learnings

= Single Sign On doesn'’t just change where the
login occurs — other things move as well:
" Responsibilities
" Potential liabilities
= Service model changes
* | can’t login —who do | call?
" Limited or full service via federated login?
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Standards

Mutual
Confidence

Practice

Compliance

Business Knowledge Defined Gentlaral
Standards Best Practices Liability Compliance
Minimum Revocation Dispute Privacy Issues
Requirements Procedures Resolution
Certification & Fraud Protection
Audits

Figure 1: Positioning the Liberty Business Guidlines in the Federated Identity Business Requirement

Framework
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For more information:


http://www.projectliberty.org/
http://www.projectliberty.org/liberty/resource_center
http://www.projectliberty.org/liberty/resource_center/case_studies
http://www.projectliberty.org/liberty/resource_center/specifications
http://www.projectliberty.org/liberty/resource_center/presentations
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=security
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Thank you

timo.skytta@nokia.com




